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Abstract—Distance estimation and topological proximity in the and propose a framework that allows such a service to be
Internet have recently emerged as important problems for may transparently enabled in the current Internet.
distributed applications [1], [10], [11], [19], [29], [31], [40], [41], Due to the dif culty of deploying tracers [1], [11], [29],

[44]. Besides deploying tracers and using virtual coordinges, . . .
distance is often estimated using end-to-end methods sucts a [33], [42] in every possible network, we choose to build

King [13] that rely on the existing DNS infrastructure. However, UPON an existing technique called King [13] that does not
the question of accuracy in such end-to-end estimation ands require any changes to existing protocols or access to emot

ability to produce a large-scale map of Internet delays has ever computers. King approximates the distance between enig-hos
been examined. We undertake this task below and show that using the delay between DNS servers authoritative for IP

King suffers from non-negligible error when DNS zones emplg - . .
geographically diverse authoritative servers or utilize érwarders, addresses of the hosts in question. While generally acdeyste

both of which are very common in the existing Interet. We @ sound methodology for estimating delay and used in many
also show that King requires insertion of numerous unwanted papers [2], [3], [5], [8], [9], [10], [12], [20], [22], [34][36],

DNS records in caches of remote servers (which is called caeh [37], [39], [43], [48], [49], King has not been analyzed for
pollution) and requires large traf c overhead when deployed in accuracy and pitfalls since the original paper [13], nor has

large-scale. To overcome these limitations, we propose a \me . b
framework we call Turbo King (T-King) that obtains end-to-end been involved in measurements larger 200 2500nodes.

delay samples without bias in the presence of distant authiative ~ Furthermore, some of the advanced techniques suggested in
servers and forwarders, while consuming half the bandwidth [13] have never been implemented and their feasibility in

needed by King and reducing the impact of cache pollution by practice has not been assessed in the literature.
several orders of magnitude. We nish the paper by evaluatiy We start the paper by identifying causes of King's inac-
Turbo King in several experiments. L R
curacy and evaluating its suitability for large-scale nueas
ments. We rst argue that King incorrectly estimates delay
. INTRODUCTION when the target DNS zone contains multiple nameservers that
e not geographically close to each other (e.g., outside th
target domain and its BGP network). We also nd that King
can estimate entirely wrong delays when the source DNS zone
jdses forwarders, which are stand-alone servers that agjgreg
ries from multiple domains. In such cases, King fails to
Ject the presence and location of forwarders, in additon

Widespread interest in distance estimation in the Inter
has recently evolved into a large eld [4], [6], [7], [10],
[11], [13], [14], [19], [21], [23], [30], [31], [32], [35], RO,
[41], [43], [44], [48], [50]. The purpose of this research
to estimate or measure the latency between hosts, which

then be leveraged to provide better service to end-users : . .
incorrectly measuring the forwarder's query-processiatay

construct more ef cient networks. Examples include inSFeath ¢ b biracted f th | Cl d
ing the responsiveness of online games, ef ciently loaatin at must be subtracted from Ihe nali measurement. in regar

the closest server in a content distribution network, arLa overhead, King utilizes a complex multi-step procese (se

building topologically-aware P2P networks. While the &rig elow for the algorithm) that requirgs numerous queries for
approaches are promising, obtaining a large-dctieernet each delay measurement and seeding of source DNS servers

distance map for veri cation of virtual-coordinate appebas with a large number of unwanted entries. As the scale of the

[7], [10], [14], [15], [19], [23], [31], [40], [41], [44] anchctual _experiment increases, cache pollution becomes a nowtrivi

use in deployed applications has proven to be a dif cult Ias|§s_|l_J ' h drawback ‘
The aim of this paper is to introduce a rst step in this direst 0 Overcome nese drawbacks, We propose a new system
called Turbo King (T-King) that streamlines the process of

Supported by NSF grants CCR-0306246, ANI-0312461, CNS'9483, making distance measurements using DNS, _|mprov§s- their

CNS-0519442, and CNS-0720571. accuracy, reduces overhead, and almost entirely elimgnate
1The scale considered in this paper assumes building awo-all-tdelay cache pollution. The rst component of T-King is a large

matrix between approximatel220; 000 BGP pre xes advertised in the cgllection of nameservers distributed throughout therhee

Internet. This is in contrast to the frequently-used layenaps today [10], f hich th | h d-Hos

[24], [31], [50] that rely on100 400 nodes in PlanetLab at700 2500 TOM which the closest nameserver to each end-#oss

nodes in the DNS tree. selected for use in the measurement. In the current imple-



mentation, we use periodic crawls of the DNS tree to nd

nameservers that can be used in the measurement and maintaj e

this information in our server. The second component c@' \:"* @
T-King is a new measurement algorithm based on seve X

improvements we have made to the advanced techniques in

[13] that mitigate problems caused by forwarders and zones

with multiple authoritative nameservers. Our approach not

only reduces the number of queries and bandwidth overhead of Fig. 1. King estimates the latency from host A to B.

King by more tharb0% but also achieves higher accuracy and

a factor ofN reduction in the number of polluted cache entries

at each remote server for & N latency measurement. simultaneously. Aropen resolvelis either a recursive name-
We nish the paper by showing how to build the currenserver or a recursive resolver that responds to recursiegas

database of DNS servers in Turbo King, examining how likelfpr arbitrary zones from hostsutsideits local network.

King is to experience its drawbacks in practice, and assgssi King [13] uses existing DNS infrastructure to measure the

the effect of these drawbacks on King's delay estimation. Watency between two hosts on the Internet. The method relies

rst perform a reverse DNS crawl to discover a se2d®, 843 on the fact that open recursive nameservers on the Internet

nameservers, out of which we ntil7, 817to be recursive and will attempt to resolve any valid request, which forces them

accepting queries from outside netwofkBhese servers residequery remotenameservers for the proper response. The time

in 174 countries, cover oveBl;000 BGP pre xes, and are that these queries take to be processed can be measured to

responsible for approximate§0% of IP addresses (i.e§28 determine the distance between the two nameservers. In orde

million) advertised in BGP [38]. Further analyzing the date for the measurements to apply &bitrary hosts, Gummadi

nd that 33% of reverse DNS zones utilize a nameserver that al. assume that end-hosts on the Internet are within close

neither belongs to the same BGP pre x nor the same domain@®ximity to the authoritative DNS nameserver that maimai

the other servers. Additionally, ov82% of recursive servers DNS information about their IP address. Given this assump-

found in this study use a hidden forwarder, which suggedien, King approximates the delay between ho&tsand B

that a large fraction of King's measurements may be affecteding the latency between their authoritative servérsand

by the drawbacks identi ed in this work. We nish the paperY as shown in Fig. 1. Heuristics are used to choose which

by quantifying the effect of this bias using a smal 50 authoritative nameserver to include in the measurememss, t

delay matrix and comparing the estimates of King to those détails of which can be found in [13].

Turbo King. Our results show thdt% of the measurements

are different by more thatt0% and 8% by more than20%,

which suggests that the magnitude of bias in King is generall We refer to the main technique proposed by Gumneidi

mild, but nevertheless non-negligible. al. in [13] asOriginal King (O-King). O-King has been used
The rest of the paper is organized as follows. Section ¢xtensively in the literature [2], [3], [5], [8], [9], [10]{12],

studies previous work. Sections Il and IV outline issuethwi [20], [22], [34], [36], [37], [39], [43], [48], [49] as a waydt

King. Section V introduces T-King and Section VI evaluategasily collect latency information from the Internet; howg

our method, comparing it to King. Section VII concludes thgo formal or detailed analysis of its pitfalls exists to date

paper. We rst describe the measurement algorithm used by O-King,

which is necessary for understanding its limitations and ou
Il. BACKGROUND proposed system later in the paper.

IIl. UNDERSTANDING ORIGINAL KING

The Domain Name System (DNS) [27], [28] is a distributed. Measurement Algorithm
tree-based database that allows for the resolution of domai We start by de ning terminology. Throughout the rest of

names to various types of data, most notably IP addresses. J{x paper, ajueryis de ned as a single DNS request sent
DNS standa_rd [28] also prpvides for reverse lookup of IP ag5 5 remote server and amsweris the response to a query.
dresses, which is accomplished through lNADDR.ARPA  ;eries are either recursive or iterative as de ned by theSDN
domain tree. There are several types of servers and cliegfg.i cation [27]. Given timets when a query is sent and
that operate on DNS and to avoid confusion we introduge \yhen the answer is received for that query, we de ne a
the following terminology. In this paper, ecursive resolver samples to bet, ts. We are now ready to detail the O-King
is a server that queries the DNS and returns answers to eQ%‘orithm that measures delay between two nameservers.
hosts Nameserverare DNS servers that maintain authoritative 1o O-King process is illustrated in Fig. 2, where

data about a subset (i.e., zone) of the domain si@eeursive g example.com s a recursive nameserver chosen by O-
nameserversct as both a recursive resolver and a namesery@hg as “close” to the desired IP. In the gure, each query

is labeled as eitheRQfor recursive query otQ for iterative
20ther techniques (such as those in [26]) can signi cantlpamd this Q 9 y 0lQ

database. It is believed that there are betwB8@; 000 [46] and 975,000 dUETY. _Answers are labeled with. A seed recursive query,
[25] open recursive DNS servers in the Internet. which is represented by message numbkrd, is sent to



//
N\
W= f

i
AR,

¥ J

(a) multiple nameservers (b) use of forwarder

Fig. 2. O-King query sequence.

] Fig. 3. 0O-King query sequence for two different server camafions.
ns.example.com for thetarget.com domain to ensure

direct contact between the two for subsequent measurements

Messages5 and 6 show thelocal latency samplel; be- is illustrated in Fig. 3(b), where direct contact is intedde
tween the O-King client anais.example.com , which is betweenns.example.com and nsl.target.com , but
accomplished by a simple iterative query that can be regeatie query is routed through the forwarder instead. The pres-
to improve accuracy. lllustrated by messagedO is the ence of forwarders is undetectable by O-King and compro-
remote latency samplR;, which uses a recursive query tomises the assumption that there is direct contact between
measure the delay from the O-King client target.com ns.example.com andnsl.target.com , leading to an
(via ns.example.com ) and also can be repeated. Thénvalid latency estimate.

resulting latency estimate betwees.example.com  and ,
target.com  produced by O-King isninfRig minfL;g. D- Cache Pollution

One of the features that makes O-King so attractive is ite eas The nal concern that arises from the use of O-King is the
of use; however, it has certain drawbacks that we discussilippact it has on the nameservers used for latency estimates.

the remainder of this section. While the purpose of an authoritative DNS nameserver is to
) ) o provide accurate information about the data under its obntr
B. Zones with Multiple Authoritative Nameservers to the global Internet, the purpose of a DNS cache is to reduce

In the original specication for DNS [27], [28], it is latency strictly forocal users, those end-hosts that principally
recommended that authoritative nameservers be placedrétly onthe nameserver to resolve queries on their behalérGi
geographically diverse locations on separate networkas,Ththat DNS caches are intended to bene t these users, we de ne
if connectivity is interrupted at one of the sites, the remma cache pollutionto be the insertion of DNS zone data that
nameservers would maintain availability for the zone. @ser has not been requested by a local user into the cache of a
for a particular zone are sent to one address in the groupnaimeserver.
nameservers, but the decision abatichnameserver to query  O-King uses a seed query to force the recursive nameserver
is left up to the individual resolver implementation. As Gnff to cache theNS (nameserver) ané (IP address) records of
requires at least four [13] samples to converge to an aceuratl target authoritative nameservers. While this is unlikely
measurementdifferent nameservers are potentially used foto cause performance problems on a small scale, initiating
each sample. While this is of little consequence if all nameillions of O-King queries could lead to a large proportidn o
servers for a zone are on the same network, in cases whigre cache containing information that was not requested by
the DNS speci cation is strictly followed the samples couldocal users. Furthermore, local administrators are ulylike
be very different, leading to inaccuracy in the nal latencyiew this intrusion as benign and may take preventativesstep
estimation. This issue is illustrated in Fig. 3(a) for thezen- jeopardizing future measurements using O-King.
ples taken by the O-King client, where the authoritative aam

servers for thearget.com  zone arensl.target.com IV. UNDERSTANDING DIRECT KING

ns2.target.com ,andnsl.altus . We refer to the second technique proposed in [13] as
Direct King (D-King), which involves a modi cation of the O-
C. DNS Forwarders King measurement algorithm that allows for speci cationeof

Another potential issue for O-King measurements is ttengle nameserver from the target zone. While not mentioned
use of forwarders on the Internet by system administraxplicitly in the original paper, all other aspects of D-Kin
tors. A forwarder serves as an aggregation point for DNge., nameserver selection, end-to-end estimation gsoins)
queries initiated from within a network that target extérnave assume to be equivalent to O-King. To our knowledge, only
destinations. If a recursive nameserver that is con gured Ballani et al. [3] have partially implemented D-King, which
forward messages receives a recursive query for a zonewds required for their study of IP Anycast as deployed by
has no authority over, it sends the query to the forwardBINS root servers. There was no study or analysis of D-King
without notifyingthe end-user. The forwarder then resolveis [13]. We start by describing the D-King algorithm and fate
the query instead of the recursive nameserver. This procésscuss some of its drawbacks.



requires. One of the major bene ts of O-King is that latency

s estimates can be obtained from any machine with an Internet
DA “\\Q connection, whereas D-King requires this extra infragtme
= 0 The individual must decide whether the additional comgjexi
s X is worth the improved accuracy.
& C. DNS Forwarders

Along with O-King, the use of forwarders on the Inter-
net affects D-King latency estimates as well. The D-King
client and authoritative nameserver for the measuremeg, (e
A. Measurement Algorithm ns.king.c_om in Fig. 3(b)) are separate _entities that only

) o o ___communicate through the query encoded with the IP address of

The D-King latency estlmf_mon process is |_Ilustrated in.Figne target nameserver. It is inconsequentiaigcking.com
4, wherens.example.com s again a recursive nameservelna; g different nameserver (i.e., the forwarder) than the one
In contrast to O-King, where the query is sent to one or Mofgended by the D-King client sends it the query and caches
nameservers responsible for tkerget.com  domain, D- he response. Because of this lack of communication between
King allows the user to pick a single authoritative namesegrv o components of the D-King latency estimates, forwarders

which in this case isis1.target.com . To accomplish this, yemain undetected and affect the results in the same manner
D-King requires that a domain name be registered and a nargg-giscussed in the O-King case.

server set up to resolve queries for said domain. In the gure
king.com is the example domain amk.king.com isits D. Cache Pollution

Fig. 4. D-King query sequence.

authoritative nameserver. The seed query required by D-King plants authoritative data
D-King rst requires a seed query to guarantee direct COfyy the registered domain (e.&ing.com ) at the recursive
tact betweems.example.com  and nsl.target.com ., nameserver in a similar fashion to that required by O-King.
which is illustrated in the gure by messagds4. To do However, there are differences in the impact on local DNS
this, D-King initiates a recursive query ts.example.com caches. The O-King seed query forces the caching of data
for 10-0-0-1.king.com  , which encodes the IP addresgoy gl authoritative nameservers of the target zone, whereas
of nsl.target.com into the query. Asns.king.com D-King caches data for a single nameserver. In contrast to O-

is authoritative for theking.com domain, it receives ging, where the cached entries might have some future use to
the query and uses the encoded address to respond {haljocal users, the D-King entry @nly useful to the latency
nsl.target.com is authoritative for the query, which ggtimate. At the scale of billions of queries, if D-King iseds
is then cached at ns.example.com . By doing SO, the nameserver's cache would contain fewer entries than O-

ns.example.com  will now automatically forward queries King, but those entries would be entirely useless to locatsis
for 10-0-0-1.king.com directly to nsl.target.com

Once the cache is seeded, the actual latency measure- V. TURBO KING

ments can be taken. Local sample, represented as mes- |n this section we propose Turbo King (T-King) to address
sagesS and 6 in the gure, is taken in the same fash-jhe drawbacks previously highlighted. We start by giving a
ion as O-King. Remote sampI®;, illustrated by mes- pigh-level overview of the system then nish the sectionfwit

sages7-10, is recorded by sending queries for random subatailed descriptions of the various components.
domains 0f10-0-0-1.king.com to ns.example.com

which directly queriesisl.target.com as a result. Since A. Design

nsl.target.com is not actually authoritative for the zone, Tyrpo King is a stand-alone service that accepts as argu-
it responds with an error indication, which is then echoetkbaents the IP addresses of end-hdstsndB from the Internet

to the D-King client. The nal latency estimate produced bynq returns the estimated latency from héstto B. It is
D-King is calculated in the same manner as that in O-Kingeyrrently implemented to resolve single estimate requiests
end-host pairs. Further information on the deployment of T-
King can be found in [45].

While D-King indeed eliminates the issue of zones with To accomplish this goal, Turbo King maintains a large
multiple authoritative nameservers affecting the lateasti- list S of N nameservers positioned throughout the Internet,
mate, the cost of this improvement is that the D-King cliewhich includes both recursive nameservers and non-reeursi
must explicitly specify the target nameserver, which is naiuthoritative nameservers found in the DNS hierarchy. Tistis
required by O-King. It is not mentioned in [13] exactly howallows us to discover the closest nameserver without rglyin
this should be accomplished, but the same heuristic approatrictly on heuristic methods or assuming that the authtvi
for discovering a close recursive nameserver applies i thameserver responsible fok's IP address is the closest
case as well. Furthermore, a domain must be registered arvaneserver té. Turbo King rst uses BGP data [38] to match
a nameserver set up to respond to queries in the way D-Kitige IP address ofA to a recursive nameserver. If a match

B. Additional Complexity
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is found, the two are likely to reside in the same networl . .
If no matching nameserver is found in the same network
the end-host, we simply nd the recursive nameserver thi [ T—*%» & —

has the longest matching pre x t& or select the default g
nameserver authoritative fét's IP address. Turbo King then

repeats the same process Bbut expands the set of possible Fig. 5. Turbo King query sequence.
nameservers to include those that are not recursive. This is

done because the target nameserver need not resolve vecursi

V&

H*

gueries for the estimate to succeed. 1, DNSClient takes a timestamp and initiates a query
Given the two nameservers, Turbo King then generatedans.example.com  for the domain we control, namely
latency estimate between them (the algorithm is describ&ltamu.us . Since DNSServer is listed with the.us

below) and returns the result. T-King operates in one of twegistrar as the authoritative nameserver for this domain,
modes. The default ipassive whereby T-King waits for host ns.example.com  recursively queriesDNSServer
requests before generating latency estimates. Estimaées ia step 2. At step 3, our software takes another timestamp
cached for a con gurable amount of time (e.§0 minutes) and answers with a referral saying thel.target.com

such that subsequent requests using the same two namsseigeauthoritative for the query, but sets the TTL for this
do not trigger a new measurement. This mode puts the lesdpbrmation to zero, meaning that it shouttbt be cached
strain on resources as it only visits popular destinatidine [28].> Nameservens.example.com  then directly queries
optional mode we calhctivg in which Turbo King preemp- nsl.target.com , which answers with some form of error
tively takes latency estimates between nameservers orstheihdication (stepgl-5). That error indication is forwarded back
so as to eventually obtain an entid N delay matrixX3 to DNSClient in step 6, which then takes the third and
This mode consumes more resources and possibly produced timestamp, allowing us to estimate the latency between
estimates that are never used, but it reduces the userymstcenameserveras.example.com andnsl.target.com as
delay and allows the matrix to be directly downloaded for usis  di> whered; is the delay between stegsand j.

in applications and other research studies. Thus, Turbo King is able to determine the latency between
. . ns.example.com and nsl.target.com without seed-

B. Discovering Nameservers ing the cache ofns.example.com by judiciously tak-

Turbo Klng is most effective when its li§ of nameservers |ng timestamps at every point of communication between
is large, such that at least one nameserver is “close” 8 example.com and the T-King software.

every |IP address that is currently in use on the Internet. The ) )

current version of T-King compiles its list of nameserveys bD- Detection and Avoidance of Forwarders

performing exhaustive crawi®f theIN-ADDR.ARPA reverse ~ While both O-King and D-King are unable to detect for-
DNS tree using the techniques introduced in [18]. In comtrawarders, they are simple to detect with Turbo King due to
to [18], which acceptsached(i.e., non-authoritative) entries toits integrated infrastructure and can be eliminated from th
gueries because they are only interested in the number tf haseasurement. Because T-King acts as both the dlirdtthe
represented in the tree, our crawler probes the entire ddpthserver application for the latency estimate, it simply cangs

the reverse tree by acceptingly authoritative answers, whichthe IP addresses that are used to conB§dSClient and
maximizes the number of nameservers found. Results frabNSServer respectively for a particular query. If differ-
this crawl are presented in the next section, but we showddt IP addresses are used, T-King excludes the original IP
note that signi cantly larger datasets can be built usingeot from the list of recursive nameservers and determines if
techniques (e.gN = 333;963in [26] and ovel580,000using the forwarder allows for recursion, adding it to the list of
port-53 scanning [46]). We are considering the intrusigsnepossible nameservers if so. A new closest server to the IP is
and overhead of these approaches for later augmenting. setetrieved from the list of recursive nameservers and treniat
estimate restarts. While there is some small additionalydiel
returning an answer to the end-user when in passive mode, the

Our proposed algorithm is illustrated in Fig. 5, wher@esulting estimate is not tainted by the presence of a fatevar
Turbo King operates as a multi-threaded application with

both the client and server operations communicating seam- VI. EVALUATION

lessly. This allows timestamps to be taken for every packetin this section we evaluate the effectiveness of Turbo King

sent or received by our software, which reduces the number providing accurate latency measurements and its slifyab

of queries required to complete an estimate. During stégr large-scale studies compared to O-King and D-King. We
start by discussing our efforts to discover a large number of

C. Measurement Algorithm

SFor N = 117;863 used in the current version and one query pe
22 seconds per DNS server, the entire matrix consistingl&B billion hameservers’ then perfo_rm several real-world measurertent
measurements can be built 30 days. compare the three algorithms.

4Analysis shows tha85% of nameservers found by T-King in Nov. 2006
were active in Dec. 2007, which suggests that monthly or evamual re- 5We found that35 of the 117; 817 discovered recursive nameservers were
scanning of the tree should keep the DNS server set relativesh. either miscon gured or non-compliant with [28] and ignoreero TTL.



TABLE | TABLE Il

RESULTS OF REVERSEDNS CRAWL (3:8 GHz PENTIUM 4) COVERAGE OF THEINTERNET WITH DISCOVERED SERVERS
T-King ISC [18] All Recursive Total

Month run Nov.2006 Jul. 2006 Countries 190 174 232[17]
Duration (hours) 33:8 240 AS 13;017 10,895 23,773 [16]
Queries/Sec 5;300 (2:3 mb/s) 751 (0:3 mb/s) BGP Pre xes 48,196 31,059 219,110 [38]
Queries Completed 649; 270; 000 N/A IPs covered 1;031; 736,562 828 675,500 1;642;441;178
IPs Discovered 439; 431; 355 439, 286; 364 Web servers 3,192,918 2,659; 379 3;,638; 433
Nameservers 216; 843 89; 592 Gnutella peers 1;734;483 1;338; 217 3;534; 300
Recursive Nameservers 117,817 N/A

likely for O-King to produce con icting results over multip
A. Results from Reverse DNS Crawl samples. We downloade2l9 110 BGP pre xes from Route-
Views [38] and matched each nameserver's IP to one or more
o xes, then examined the nameserver set for every zone in
e reverse lookup tree. We found th8% of reverse lookup
ones contain at least one nameserver in their set that is in a
Qiifferent network. While this is a striking result, it is sisle

. : : at the unmatched nameserver could be in another network
summarized in Table |, where both Turbo King and ISC [18 nder the same administrative control that is well-coreect

found roughly the same number of IP addresses in the tr?g’the rest of the nameservers in the set
hO\(/jveijv_er, our ;r.jvxil_er was approximately se\I/Een tmei fasterAccurater determining administrative control for a large
;}n IScovered- |m§s more gamesﬁr\ée;;:aig)iim]lrlﬁ lon O|]¢1umber of networks is dif cult, but it stands to reason that i

€ nameservers we discovered reveale OHNEM Il nameservers for a zone share a single domain name, they

support recursive queries. Using the _T-Klng gllent, we fred are more likely to be under one organization's administeati
each of the recursive nameservers in our list and found td)}l%

0 . Introl. While the process is easy for generic top-level do-
32_/0 use a forwarder to resolve queries for zones not un Lins (GTLDs), it is signi cantly more complex for country-
their control. ) coded TLDs (ccTLDs) as most countries created sub-domains

We next study the coverage of the Internet by all dlscover%m which people could purchase their own domains (e.g.,
nameservers and the subset of nameservers that are recursiy | og ). We compiled a comprehensive list of these sub-
which is illustrated in Table . This data shows that Turb@g\ains for each ccTLD and hereby refer to this list and the

King contains a nameserver B0 countries, covering .over set of gTLDs as pay-level domains (PLDs). We again evaluated
13 thousand ASes}8 thousand BGP pre xes [38], ani03 = o hameserver set for each zone and found 388t have at

billion IP addresses out df6 billion advertised by BGP [38]. o5t one nameserver in their authority set that both reside
We performed further analysis of how well the discovered yitterent network and has a different PLD than the other

BGP pre xes coverd:5 million Gnutella peers found in prior ,, neservers. It is very likely that the accuracy of O-King
work [47] and3:6 million web servers (hosting ovér3 billion queries for these zones will be negatively impacted.

webpages) found by our unrelated web-crawling projectsé€he
numbers show tha#9% of peers and88% of web servers B. Causes of Inaccuracy

reside in BGP pre xes that contain at least one nameservenn this section we compare O-King and D-King to Turbo
discovered by T-King. King using latency estimates they produce from the Internet

For the subset of nameservers that are recursive, Turbo King remove variability caused by differences in architegtur
found nameservers id74 countries, representing nearbl  we implemented all three algorithms using the same timing
thousand ASes31 thousand BGP pre xes, anf28 million  and socket mechanisms and ran all of the tests from a single
IP addresses. This resulted in a coverag8®o of Gnutella Windows 2003 x64 machine. To highlight the differences
peers and’3% of webservers. While T-King is able to nd ain accuracy, we focus only on the actual latency estimate
nameserver in the same network for a large percentage of ebdtween nameservers and note that T-King should perfarm
hosts (especially web servers), the relatively low pemgat worsethan O-King or D-King in selecting a “close” recursive
of Gnutella peers covered indicates that we should aim g@ameserver. In many cases it will perform better, but wedeav
discover more recursive resolvers used by home-baseaéttesuch analysis for future work.
connections in the future. 1) Zones with Multiple Authoritative Nameserver$o il-

1) Analyzing zone authority dataDf further interest is the lustrate the impact of authoritative nameservers in diffier
percentage of zones in the reverse lookup tree that contagtworks on O-King estimates, we chose a zone with two
multiple authoritative nameservers, which we examined tauthoritative nameservers and used O-King to genet@te
recording the set of nameservers authoritative for evengezolatency estimates to a target IP in the zone. We then used D-
during theIN-ADDR.ARPA crawl. The accuracy of O-King King to estimate the latency to the two individual authdia
estimates is only signi cantly affected if one or more of thmameservers for the zone. In Fig. 6(a) the sequence of O-King
nameservers for a zone is indifferent network, making it estimates are individual points and the two D-King estimate

Because of the large number of queries required to compl
the IN-ADDR.ARPA crawl, we designed and implemented
multi-threaded DNS resolver to collect a list of namesesvey,
and authority data foall zones in the reverse lookup tree. Th
results of one particular crawl executed in Novemd@d6are
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Comparison of O-King to D-King for zone with two nameesers.
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Fig. 7. Convergence of O-King estimate for zone with two nseneers.

Fig. 8. Forwarder affect on O-King and D-King (single namese zone).

While in some cases this might be the server located closest
to the target end-host, there is no evidence that this happen
in the general case.

2) DNS Forwarders:The impact of forwarders on both O-
King and D-King latency estimates largely depends on the
proximity of the forwarder to the original recursive name-
server. If the two servers are on the same local network,
any additional latency should be rather small. To quantify
the likelihood of this event, we matched both the forwarder
and the original recursive nameserver to their advertiseé B
pre xes from RouteViews [38] and discovered thé5% of
the time the two servers did not reside on the same network.
To demonstrate the inaccuracy introduced by the presence
of forwarders, we tooKL0O0 latency estimates using all three

are represented as lines. O-King performs as expected &f\dhyithms from a recursive nameserver known to use a

vacillates between the two nameservers arbitrarily. TBiS forarder to a zone with a single authoritative nameserver

further demonstrated in Fig. 6(b), where rougl9% of (s rules out effects from multiple authoritative nameses

the time O-King choseNS 1 as the preferred server. Weg, o king). The resulting latency estimates are illustiate

con rmed that this behavior also occurs in zones with MONEig. 8(a), which compares O-King to T-King, and in Fig. 8(b)

than two nameservers, but omit these examples for brevity,,hich compares D-King to T-King. In both gures O-King
We next analyze the convergence properties of O-King megyy p-king overestimate latency due to the presence of the

surements for zones with multiple authoritative namesstvess\yarder. whereas T-King does not. The D-King estimate is

To determine exactly what happens to the latency estimadgqer than O-King due to multiple attempts to resolve the

when the number of samples increases, we use the measy(gsy py the forwarder, a problem that is mentioned in [13]
ment data from above and plot in Fig. 7(a) the CDF of latengy,q accounted for in T-King.

estimates for sample sizes one through ve. From inspecting

the gure, it quickly becomes apparent that the higher lagen C. Measurement-based Comparison

samples are ignored and are effectively removed from theTo study Turbo King in more depth, we perform2i450

overall estimate as the sample size increases. This isefurttatency estimates on the Internet usiB recursive name-

illustrated in Fig. 7(b), where the latency estimated by Gservers from the previously discovered set for both T-King

King using four samples is plotted with D-King measurementind O-King over various measurement sample sizes. From this

using one sample. As the gure clearly shows, the O-Kindata we show that T-King measurements are indeed different

measurement is nearly identical to the measurement givenfloym those produced by O-King. We then show that Turbo

D-King to NS 1 King converges to a consistent latency estimate in two saspl
There are two insights that can be gained from this behaviorstead of the four suggested in [13]. D-King is omitted

The rst is that the requirement of at least four samples pétom this section due to space constraints, but the restdts a

measurement proposed in [13] for O-King is at least paytialconsistent with those found in the previous section. D-King

due to the natural differences in latency between multiplaore accurate than O-King, but less so than T-King due to its

authoritative nameservers for a particular zone. In cahtrainability to detect forwarders.

D-King provides the same latency estimate with one samplel) Turbo King versus O-King estimateBefore comparing

in this case. The second issue is that O-King always biasB#bo King to O-King in a general case, we rst consider the

its estimates towards tHewestlatency nameserver of a zonetwo algorithms for a target zone with single authoritative
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nameserver using a recursive nameserver that we veri ed d@¢ oyerhead Analysis
not use a forwarder. Because we eliminated all of the factors
that skew O-King estimates, the two should produce the samdn this section we study the resources required of DNS
value. The result is illustrated in Fig. 9(a), with the esttes Nameservers and the Internet for all three algorithms. In
produced by O-King as data points and the average estimBggticular, we are interested in how the three compare for
by T-King as a line to allow the reader to distinguish betwedarge-scale estimates involving more tha@0; 000 recursive
the two. The gure clearly shows that T-King produces latench@ameservers discovered by Turbo King. We start by examining
estimates that are equivalent to O-King in such idealizsggsa the number of queries sent to capture the network overhead,
We next compare thg; 450 latency estimates produced bythen discuss cache pollution for large-scale measurements
Turbo King to those by O-King, which is shown in Fig. 9(b). 1) Network Overhead:To study network overhead, we
To highlight differences between the two, we generatedia ragonsider the number of queries required to perform all-to-
of the estimates by dividing O-King's value by T-King's, sodll latency estimates for th&00, 000 recursive nameservers,
that if O-King and T-King produced identical values, the CD®hich is 10 billion estimates. In this calculation, we included
would be a straight line at one on theaxis. Note that in €very query initiated either by or on behalf of the measurgme
this case we used four samples for each estimate as suggegliedt, and used the number of samples required to produce
in [13]. From the datal5% of O-King estimates are more consistent latency estimates: four for O-King and two for D-
than10% different from T-King measurements, aB&b of O- King and T-King. Due to the lack of seeding, Turbo King
King measurements are more tha@% different from those requires70 billion queries to complet&0 billion latency esti-
generated by T-King. mates. D-King need$00 billion queries for the measurement,
2) Convergence of Estimate®reviously, we showed that which is 1:43times more than required by T-King. Finally, O-
zones with multiple authoritative nameservers are one ef tKing uses150billion queries, or2:14 times more than Turbo
reasons O-King requires at least four samples to producéSi@g and1:5times more than D-King. Thus, designing T-King
latency estimate. In this section, we expand that study kg be more accurate and to avoid seeding led to a signi cant
examining the convergence properties of both T-King and @eduction in bandwidth usage.
King, showing that over a wide range of estimates Turbo We next consider the impact each algorithm has on DNS
King converges to a consistent estimate with fewer sampleaches under the same measurement conditions.
than required by O-King. To accomplish this, we repeated the2) Cache Pollution:We examine cache pollution by calcu-
above2; 450latency estimates using sample sizes varying frolating the total number of DNS records inserted into the each
one to four for both algorithms. We collected two estimates the 100 000 recursive hameservers. Each entry includes
for each sample size and calculated the ratio of both O-Kigyo records, anNS record and anA (IP address) record.
to O-King and T-King to T-King. The goal is to provideSince O-King causes recursive nameservers to seed the cache
consistentestimates for latency, so we plotted the CDF ofvith every authoritative nameserver for a zone, we used the
the ratio in Fig. 10(a) for O-King and Fig. 10(b) for T-King,reverse crawl data to nd an average @f4 nameservers
with each line representing the number of samples usedper zone. Thus, O-King would cause the insertion 4&f
produce the estimate. In the O-King case, illustrated in Figillion entries into cache for the nameservers used in the
10(a), improvement in the consistency of estimates is apparmeasurement. D-King needs a single set of records for each
as the number of samples increases to four, whereas in Wency estimate, which means thH2@ billion entries would
Turbo King case (Fig. 10(b)) the greatest improvement imfrobe saved in caches on its behalf. Turbo King only requires
one sample to two, with little afterward. From these graphs what the local domain (e.girl-tamu.us ) be cached at
conclude that the recommendation of four samples in [13] é&ach recursive nameserver, which implies mer2g0, 000
sound for O-King and that T-King produces an accurate sampgal cache pollution entries. To compare, Turbo King reegii
using only two samples. 0:0004%o0f the total entries caused by O-King ab®01%of



those initiated by D-King, clearly making Turbo King much21]

more appropriate for large-scale measurement studies. 2]

VII. CONCLUSION [23]

In this paper we proposed the Turbo King latency estimation
framework and showed that it was more accurate than pr'tt%]
methods while at the same time requiring fewer samples 1o
produce an accurate latency measurement and scaling signi
cantly better in terms of overhead and cache pollution. Mol&!
information on the deployment of Turbo King can be foungb
in [45].

Future work includes running T-King in active mode on th&7]
Internet, locating more nameservers to increase covei@ye (g
home-based end-users, verifying existing distance estma
techniques, and creating a system that leverages bothethed?®l
ical approaches and actual latency estimates on the Interngyo,
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